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Abstract 
Biomedical smart home system is a system whose main task is to simplify and improve the lives of 
people who have  health  problems.  This paper describes one  possibility  to  access  technical  - 

technological design solutions. The emphasis is on determining the procedural elements and their 

applicability. 
Telemetry is a technology widely used today. The telemetry system in last few years have introduced 

new   technologies.  These technologies  t e leme try   systems  have  changed,  so  created,  

intelligent telemetry systems. Intelligent telemetry systems allow a new approach to the use of 

technology and services. 
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1. Introduction 
There are many definitions of BSHS. The concept of "Biomedical smart home system" 
may be an apt way to describe the following formula: BSHS are buildings with integrated 
management, i.e. integrated management systems (engineering environment, 
communications,  energy),  security  (access  control,  fire  protection,  safety  systems)  and 
building management (planning, renting, leasing, inventory). By optimizing these components and the 
interrelationship between them is secure productive and cost-effective environment. BSHS  helps  
the  owner,  administrators  and  users  to  realize  their  own  goals  for  cost, convenience, 
environment, safety, long-term flexibility and marketability. BSHS  meets the current needs of the 
owner or lessee of the building and can be easily adapted to the growing demands in the future, 
allowing savings acquisition and operating costs. 

BSHS - it is a policy approach to the solution. To implement the BSHS must therefore in this 
spirit that all parties involved - the investor, architect, engineers, project team, and has been since 
the very beginning  of the project. Operation of intelligent buildings, ensuring Board systems - 
control heating and cooling, ventilation, lighting control, energy management systems, including 
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building additional sources, control  elevators, fire alarm system (EPS), access (card) system, alarm 
system, closed circuit television and possibly other systems . 

Individual systems and devices have their manufacturers and suppliers, who often handle these 
systems  autonomous automatic for optimal operation of the facility, with extensive diagnostic 
capabilities of operating and fault conditions. Automatic system of rules is based on microprocessor 
technology. Virtually every electronic product such has its own interface for connecting serial bus 
for communication with a PC at work service, where you can effectively manage and monitor the 
functioning of equipment. 

The link between systems can be realized by discrete signals transmitted between the input and 
output  devices of systems. These signals carry specific information, the importance of which  is  
defined  ahead  early  in  the project.  Number of such transmitted  information  is physically limited 
by the number of input and output channels that are available to individual systems [3]. 
 
2. The BSHS and technological processes 
The actual  connection  activity  of  the  schemes  under  the  BSHS  can  be  implemented 
integration i.e. linking systems through communication channels. This connectivity can be 
achieved in several ways: 

    Using the gateway (gateway), i.e., units that translate the communication protocol and data 
into a single source of data and log another supplier, 

    Shared  protocols  are  collaborative  two  or  vendors  developing  a  common  protocol, 
allowing two-way communication devices to their, 

    Application of standards, universal protocols, developed by the group of producers and 
standardization  organizations. Manufacturer, that complies with this standard, then can 
connect to any other interface making working with this standard. 

Prerequisite  for  the  realization  of  BSHS  strategies  are  broad  communication  skills 
management  system, which allows for the processing of signals and information from all 
observation   technologies,   integrated   subsystems   for   communications   equipment   with 
operator, sensors, sensors and detectors.  Communication devices must be based on good 
standards (networks and protocols), and fortification of transmission media and topologies, as well as 
in terms of physical signals. 
BSHS equipment can be divided into three group - fig 1. 

To do this in order to fully exploit the opportunities arising from mutual integrals of BE is 
necessary to deal with the so-called linking system integrator. Given the dominant role of the 
systems existing in the building of  the majority of technology management system (BAS - 
Building Automation System). The role of system integrator has the right to this system. 
 
Process level - local control 

This level consists of microprocessor controllers, which inputs are brought individual sensors 
and  sensor controlled variable, along with signals operating and fault conditions of technological  
equipment.  Controller  output  signal  is  controlled  by  servo  actuators  and controlled  by 
individual  facilities.  Regulators  have the option  to expand  the capacity of individual inputs / 
outputs with expansion modules. User software solves regulators control algorithms of the 
technology, memory controllers is backed against  data loss and loss of power. The controllers are 
equipped with display and control elements on hand to allow this basic operational level to 
monitor all parameters and manually control the output of the regulator. 
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Regulators  essential  procedural  levels  are  linked  bus  communication  with  industry- 
standard network management modules. Regulators must be able to autonomous functions, so that in 
case of failure or interruption to communicate with the control modules were retained management 
technology based on a defined algorithm. 
 

The PLC level 

Network controllers  use  the  operating  system  operating  in  real  time.  Coordinate  the 
activities of all  communicating components in the field of technology, providing mutual 
communication process controllers  and control algorithms implemented higher level. The network 
module is also able to take the integration of other systems - e.g. fire alarm system, alarm  system,  
access  control,  programmable  logic  controllers  and  regulators  from  other suppliers. 
Network controllers ensure in particular: 

Implementation of complex time programs (regular, alternative, festive, temporary) 
Collection of historical data (history section, trends, summarizing) 
Restriction of consumption and shifting the burden 
Optimal plant start so that in a given period have been achieved comfortable environment 
parameters 
Definition databases 
Communication in the automation level and communication with the device for contact 
with the staff. 

 

The level of information management - Operator station 

Operator workstations connected to the LAN through the decentralized structure of exempt 
managerial and  supervisory functions. The role of the workstation is prepared to pass the operator 
of the controlled object. The basic functions of the workstation include: 

 

• view of the subject area by dynamization colorful graphics  

• display text information on the state of technology management  

• Automatic alarm reporting with distinctive degree of priority  

• possibility to  add  alarm  message  on  the  sequence  of  activities  leading  to  solve  the 
problem, automatically switch into graphics mode to display the site  

• The level-number password system allowing to distinguish access rights for individual 
operators. Telemetry systems management defines seven basic parameters:  

• Openness,  

• Individual participation,  

• Collection limitation,  

• Data quality, 

• Finality,  

• Security,  

• Accountability.               
 In the face of these changes, designers of cutting-edge telemetry management systems and 
technologies might find three additional principles helpful - fig. 5:  

• Diversity and decentralization, 

• Proportionality, 

• Privacy by design. 
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3. Conclusion 
The challenge is to determine an effective set of protection measures and operational 
procedures that address these three components and protect an organization’s critical assets against 
malicious insider activity. None of the telemetry system elements has a primary mis- sion to 
directly address the insider  threat. Thus, in most organizations, a dedicated insider security system 
doesn’t exist. A systems-based approach is necessary to meet the challenge of building a system for 
insider security that effectively protects against the insider threat and influences (deters and 
mitigates) insider characteristics, motives, and capabilities. 
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Fig.1 Group building equipment (BE) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Fig. 2 Technological processes in BSHS 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3 Distribution of technological processes 
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Fig. 4 Decentralized control system - sample level management and integration BE 

 
 
 

 
RCDS - control centre of home network, ITKR - Interactive telemetry network, EUB - end unit box, 

EM -  electromer, PM - gasometer, VM - water-gaude, KM - Telemetry modem 
Fig. 5 Example solutions for telemetry system 


